Emergency Action Plan (EAP) Framework for Broadband Resiliency
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[bookmark: _Toc215666956]Confidentiality Statement
<To the extent a Company determines its EAP contains confidential or proprietary information, it may want to include a statement to that effect here. A Company also may want to include confidential designations in the headers or footers of pages containing such information.>

Please Note: This template emergency action plan is for demonstrative purposes only and does not constitute legal advice. ORS and SCBBO make no representation as to whether this example is appropriate or contains all the terms necessary for your organization or situation as it pertains to response or recovery from an emergency event.
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[bookmark: _Toc215666957]Purpose
This Emergency Action Plan (EAP) establishes a comprehensive framework to ensure the resilience of broadband infrastructure and services. It outlines a blueprint for emergency restoration and recovery to coordinate assessment, response, mitigation, and a communication plan between our Company and leadership for the State of South Carolina (“State”) when a Emergency Management Division activation or a State of Emergency occurs. 
[bookmark: _Toc215666958]Section 1 Introduction
[bookmark: _Toc215666959]Objective
The EAP seeks to ensure broadband service continuity, reliability, and rapid restoration during emergencies. Given the growing reliance on broadband infrastructure, this plan provides a structured approach to mitigate risk and minimize disruption. The intent of this EAP is to help the ISP assess risk, develop response and recovery strategies, and establish necessary resources and protocols for effective communication and overall implementation.

[bookmark: _Toc215666960]Document Organization
This document includes three primary components:
1. Pre-Disaster Risk Assessment and Preparedness – This section will include preliminary information pertaining to the ISPs service territory that is intended to identify potential hazards and associated risks before an incident occurs while laying the foundation for establishment of preparedness measures necessary to mitigate those risks during a future incident that impacts the ISP’s service territory.
2. Emergency Response – This section includes the steps an ISP intends to take just after an incident occurs, including initial actions, checklists, and depending on the severity of the incident, established procedures for coordinating with local, state, and federal agencies.
3. Post-Disaster Recovery and Continuity of Operations – This section outlines processes ISPs will use to establish service restoration priorities, interim solutions, damage assessments, and long-term recovery actions necessary to restore the continuity of operations to pre-incident levels. 
Items included in backets “<>” provide additional instruction to aid ISPs in filling out this template. Upon completion, bracketed text can be removed from the document. It is recommended ISPs refresh the table of contents of this document upon completion so that page numbers are correctly reflecting the narratives and supplemental information added by a given ISP. 


[bookmark: _Toc215666961]Key Points
· Applicable to the Company’s operations and equipment throughout South Carolina.
· Helps the Company assess risks, determine impacts, and develop response strategies.
· Ensures broadband service resilience and safeguards community connectivity.

[bookmark: _Toc215666962]Section 2 Pre-Disaster Risk Assessment
[bookmark: _Toc215666963]Risk Identification
<Identify and characterize potential emergencies or scenarios that could affect broadband service. Support your findings with narratives just beneath a corresponding bullet, include applicable maps, and provide citation(s) used as a source for risk identification e.g. South Carolina’s State Hazard Mitigation Plan. Note, for information that will be included in the Appendix section of the EAP, write “See Appendix” below the corresponding bullet.> 
· Natural disasters (e.g., hurricanes, floods, wildfires)
· Network/Technical failures
· Equipment Malfunctions
· Cyber threats - <Reference Cybersecurity Risk Management Plan where available, include plan in Appendix of EAP>
· Physical threats
· Human Errors
[bookmark: _Toc215666964]Vulnerability and Impact Analysis
<Evaluate and describe potential infrastructure vulnerabilities and associated impacts within the ISP’s service territory considering the factors listed below. Support your findings with narratives just beneath a corresponding bullet, include applicable maps, and provide citation(s) used as a source for completing this section of the EAP. Note, for information that will be included in the Appendix section of the EAP, write “See Appendix” below the corresponding bullet.>
· Geographical
· Areas with high Broadband density
· Areas with sparse Broadband density
· Overlapping areas of concern with other critical infrastructure
· Areas vulnerable to power loss with no redundant backup power (portable or fixed)
· Technological risks
· Broadband technology affected (Fiber, Cable, Copper, Wireless) along with the impact and resilience to each risk
· Aging infrastructure
· Cybersecurity threats - <Reference Cybersecurity Risk Management Plan where available, include plan in Appendix of EAP>
[bookmark: _Toc215666965]Section 3 Pre-Disaster Preparedness
[bookmark: _Toc215666966]Roles and Responsibilities
<Provide in list and narrative form (where applicable), just beneath a corresponding bullet, information pertaining to Roles and Responsibilities during a disaster along with trainings which may occur prior to a disaster occurring. Note, for information that will be included in the Appendix section of the EAP, write “See Appendix” below the corresponding bullet.>
· Define responsibilities for technical/security personnel, first responders, evacuation coordinators, and communication teams.
· Provide a contact list for corporate, operational, local, and external stakeholders.
· Include emergency services and community relations resources.
· What training is provided to these individuals 
[bookmark: _Toc215666967]Regulatory & Permit Compliance
<Provide in narrative form just beneath a corresponding bullet, information pertaining to regulatory and permit compliance during a disaster.>
· Define how you plan to adhere to federal, state, county, and local regulations including the facilitation of Network Outage Reporting System (NORS) and the Disaster Information Reporting System (DIRS) submittals to the Federal Communications Commission (FCC).
· Describe any known interdependencies and/or constraints toward repair of broadband facilities during an emergency response (e.g. a cable provider with facilities co-located on electric or telephone provider poles). Describe how delays and potential disruption to restoring services will be mitigated. 
[bookmark: _Toc215666968]Specific Actions
<Provide in list and narrative form (where applicable), just beneath a corresponding bullet, information relevant to this section. Note, for information that will be included in the Appendix section of the EAP, write “See Appendix” below the corresponding bullet.>
[bookmark: _Toc215666969]For Internet Service Providers (ISPs) and Cooperatives (CO-OPs)
· Include service area maps.
· Include a network topology map with real-time monitoring, if available.
· How will you implement redundancy measures (e.g., diverse routing, secondary connections).
· How will you coordinate with data centers for offsite backups.
· Ensure availability of backup generators and fuel.
· Consider establishment of mutual aid agreements.
· Train teams on emergency protocols.
· Develop customer communication strategies.
· Describe strategies the ISP will use to assess damages and estimated times of restoration depending on the type of incident.
[bookmark: _Toc215666970]Communication Plan
· Outline internal and external notification processes and how this communication will stay up-to date based on assessment and response level determination.
· Include contact and online linkage (if available), to report consumer outages
· Detail alarm system activation procedures.
· Specify primary and backup communication methods.
[bookmark: _Toc215666971]Resource Inventory
· Supply Chain Risk Management - <Reference Supply Chain Risk Management Plan where available, include plan in Appendix of EAP>
· List essential resources, including backup power supplies and spare equipment.
· List key vendor and mutual assistance agreements for emergency supplies.
· Describe approach for procuring fuel during a major incident response. <Reference Fuel Management Plan where available, include plan in Appendix of EAP>

[bookmark: _Toc215666972]Section 4 Emergency Response
[bookmark: _Toc215666973]Incident Management Structure
· Outline the chain of command and decision-making hierarchy during a large-scale emergency event.
[bookmark: _Toc215666974]Activation Criteria & Plan
· Define activation procedures based on hazard identification and risk assessment (event-specific).
[bookmark: _Toc215666975]Coordination with Emergency Services
· Document established procedures for working with local, state, and federal emergency agencies.
· Establish points of communication with first responders and emergency managers
· Describe how the ISP will ensure a copy of the EAP has been provided
[bookmark: _Toc215666976]Initial Actions Checklist
This checklist is intended to provide a framework. Specific actions and priorities will evolve as more information becomes available during response.
· Secure affected areas
· Assess damages
· Determine if critical infrastructure was damaged
· Determine scale of damages
· Evaluate availability of resources to effectively respond to incident
· Make a Response Level Determination - Based on the above assessments, determine the necessary response level
· [ ] Level 1 (Minor Impact): Localized outages, minimal infrastructure damage, restoration achievable with local resources within a short timeframe (less than a half hour).
· [ ] Level 2 (Moderate Impact): Significant outages (greater than a half hour of time), across a wider area, some infrastructure damage requiring more extensive repairs and potentially external resources.
· [ ] Level 3 (Major Impact): Widespread and severe outages, significant infrastructure damage requiring substantial resources, including external aid and a longer restoration timeline.
· Based upon duration of outage and magnitude of damages, report to FCC Network Outage Reporting System (NORS) and the Disaster Information Reporting System (DIRS) through the FCC
· Per the FCC - Qualifying communication providers (wireline, cable, satellite, wireless, interconnected VoIP and Signaling System 7 providers) are required to report network outages that last at least 30 minutes and satisfy other specific thresholds in the Commission’s Network Outage Reporting System (NORS).  Data submitted to NORS is presumed confidential.

· Notify stakeholders

[bookmark: _Toc215666977]Section 5 Recovery and Continuity
[bookmark: _Toc215666978]Damage Assessment
· Describe procedures the ISP will use for compressively assessing and documenting damages.
· Create a timeline for implementing all necessary repairs 
[bookmark: _Toc215666979]Service Restoration Priorities
· Where known interdependencies related to other critical infrastructure and the ISP’s facilities exist, describe how the ISP will prioritize restoration efforts accordingly. 
· Determine any future mitigation measures necessary to increase continuity of operations 
[bookmark: _Toc215666980]Technical Recovery Steps
<Provide in list and narrative form (where applicable), information relevant to the Technical Recovery Steps ISPs may take during the recovery phase of an emergency.>
[bookmark: _Toc215666981]Interim Solutions
· List any temporary broadband solutions pertaining to a long-term outage (e.g., mobile hotspots).
[bookmark: _Toc215666982]Post-Incident Review
<Provide in list and narrative form (where applicable), just beneath a corresponding bullet, information relevant to this section. Note, for information that will be included in the Appendix section of the EAP, write “See Appendix” below the corresponding bullet.>
· Evaluate response effectiveness. 
· Identify areas for improvement.
· Document findings.
· Implement necessary changes.

[bookmark: _Toc215666983]Section 6 Training and Drills
<Provide in list and narrative form (where applicable), just beneath a corresponding bullet, information relevant to this section. Note, for information that will be included in the Appendix section of the EAP, write “See Appendix” below the corresponding bullet.>
[bookmark: _Toc215666984]Training Programs
· Outline training plans and frequency for ISP’s emergency response teams including, where appropriate coordination with first responders and emergency managers.
[bookmark: _Toc215666985]Drills and Simulations
· Conduct annual drills to test preparedness and response capabilities. Provide a date for the latest Drill and/or simulation conducted. ____________________
· Specify required internal and external personnel participating in the drill and/or simulation.
[bookmark: _Toc215666986]Evaluation and Feedback
· Assess drill outcomes, document findings pertaining to strengths, weaknesses, opportunities, and threats (SWOT) analysis:
· Identify what went well.
· Identify areas for improvement.
· Update EAP accordingly.

[bookmark: _Toc215666987]Section 7 Documentation and Reporting
<Provide in list and narrative form (where applicable), just beneath a corresponding bullet, information relevant to this section. Note, for information that will be included in the Appendix section of the EAP, write “See Appendix” below the corresponding bullet.>
[bookmark: _Toc215666988]Incident Reporting and Documentation
· Describe protocols for reporting incidents and documenting response actions.
[bookmark: _Toc215666989]Compliance Reporting
· Describe measures the ISP will take to ensure compliance with ARPA program requirements and report outcomes to SCBBO, including FCC NORS submittals (notification, initial report, and final report).
[bookmark: _Toc215666990]EAP Updates
· Annually review and update the EAP, document when updates occur to the EAP on page 1.  

[bookmark: _Toc215666991]Section 8 Appendices
The Emergency Action Plan Appendices should contain sufficient information to demonstrate that appropriate actions to mitigate potential risks have been taken.
[bookmark: _Toc215666992]Appendix A Contact List
· Comprehensive contact information for key personnel and stakeholders.
[bookmark: _Toc215666993]Appendix B Resource Directory
· Inventory of critical equipment and resources.
[bookmark: _Toc215666994]Appendix C Communication Templates
· Pre-drafted emergency notification messages.
[bookmark: _Toc215666995]Appendix D Risk Assessment Tools
· Templates and methodologies for hazard evaluation.
[bookmark: _Toc215666996]Appendix E Training Materials
· Sample training modules and drill scenarios.
[bookmark: _Toc215666997]Appendix F Maps and Hazard Networks
· Redundancy planning documentation.
[bookmark: _Toc215666998]Appendix G Plan Integration
· Cybersecurity Risk Management Plan (where available).
· Supply Chain Risk Management Plan (where available).
· Fuel Plan (where available).
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